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6. The paper first introduces SSL protocol and man-in-the-middle attack, then analyses the
problem of distrust in the handshake of SSL protocol, discusses the restriction of trust
negotiation based on X.
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8. Man-in-the-middle attack is used wildly in a network attacking.
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9. Research on a Defending Strategy of Man-In-The-Middle Attack under Security Socket Layer
Environment
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10. Authenticated Key Exchange Scheme for Secure Against the Man-in-the-Middle Attack
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11. In the meantime, solutions of man-in-the-middle attack and identity protection are given.
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12. The security analysis shows the solution can resist message replay attacks and man-in-the-
middle attack effectively.
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13. This protocol can resist man-in-the-middle attack, reflecting attack and interleaving attack.
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14. Among all these attacks, man-in-the-middle attack is the most common one which covers
most of the specific attacks.
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15. The system can protect against from replay attack and Man-in-the-Middle attack to some
extend by using the technology of strict timestamp and backward verification.
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16. The use of cryptography technology prevents the fake-watermark attack, and the digital
signature and watermarking certificate authority technology avoids the man-in-the-middle
attack.
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17. Because neighbor discovery protocol has lots of vulnerabilities, which can cause a variety
of serious consequences, such as denial of service attacks, man-in-the-middle attack.
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18. Holded the security of that scheme, the safe scheme imports one-way hash function and
authentication, protects the datas from man-in-the-middle attack during the transmission
course.
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